
Configure a Data Link Prevention Sensor to block files 

by the extension. 

 

Firmware versión 5.0.9 

 

 

Creating a file filter, Go to: 

Security Profiles> Data Leak Prevention> File Filters.  

Select“ builtin-patterns”  and edit. 

 

 

 



After select; Create New and write:   *.pdf 

 

 

Clic Apply. 

Creating  a Sensor, Go to: 

Security Profiles > Data Leak Prevention > Sensors. 

In this example we use Default Sensor. 

Create New 

Select Files 

Select File Type include in:   an enable builtin-patterns 

In Action Select:   Block 



 

OK and Apply 

 

 

 

 

 

 

 

 

 

 

 

 



In the General Firewall Policy (you can create one for tests) enable DLP Sensor Default. 

 

 

 

 

 

 

 

 

 

 



In a Laptop test open the next URL. 

http://docs.fortinet.com 

And try to download a PDF. 

 

 

 

 

Regards. 


